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based on their own cognitive judgment. This system cannot v I

compromise even if the internal attackers know how the Enoromtion Source Node Update SHR

security mechanism works. The simulation results ESCT - l —[
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scheme to defend against various routing disruption attackers [ l

and to improve routing effectiveness in the presence of Key Omon || Destination Update RHR
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1.INTRODUCTION

MANET stands for mobile MANET stands for mobile adhoc
network also called as wireless adhoc network or wireless
network that usually has a routable networking environment on
top of a link layer ad hoc network[12]. They consist of set of
mobile nodes connected wirelessly in a self-configured, self-
healing network without having a fixed infrastructure.
MANET nodes are free to move randomly as the network
topology changes frequently. Each node behave as a router
they forward traffic to other specified node in the network
[5].Mobile devices has led to the growth of mobile ad hoc
networks (MANETS)[13].

Group of wireless mobile nodes that dynamically exchange
data among themselves without the reliance on any centralized
administration or fixed base station. During the last decade,
extensive studies have been conducted on routing in MANETS,
which led to several nature routing protocols [1]

2. METHODOLOGY

The ESCT scheme has two parts: self detectiOn and
cooperative  detection, each node runs self-detection
independently, and then broadcasts detection results to its
direct neighbours. Based on self detection and information
received from neighbours each node can perform cooperative
detection. It derives further trust information to distinguish
malicious and benign nodes.

At the first occurrence of an acronym, spell it out followed by
the acronym in parentheses, e.g., charge-coupled diode (CCD).

Fig -1 System Architecture
2.1 Network deployment:

MANET consists of 20 nodes uniformly distributed in a
1000m x 1000m region. The number of attackers is set to 5 by
default. Random walk model is adopted for node mobility. A
source node adopts constant bit rate (CBR) that sends 512 byte
data packet every 0.25 second. Once a simulation starts, every
node starts exchanging Hello message every second. The
transmission range of a node is circular with the radius varied
from 30m to 130m.

2.2 One Hob neighbours:

In ESCT, it requires nodes to periodically broadcast Hello
message to discover their current neighbours nodes. Since
nodes are mobile the list of neighbours for a node is changing.
With the help of exchanging Hello message, each node can
obtain the IDs of its direct neighbours. Nodes keep receiving
packets from their neighbours in order to monitor the status of
packet forwarding. Broadcasts detection results that indicates
bengin and malicious peers to its direct neighbours.

2.3 Self detection:

First, all nodes have to periodically broadcast Hello messages.
This operation helps nodes to know which past destination
node has now become a direct neighbours. When a source
node generates a data message , it needs to update its SHR
When a destination node receives a data packet, it will update
its RHR Intermediate node function as a relay , its only updates
its SHR but not RHR when a data packet is received. Once a
source or intermediate node realizes a past destination node
becomes a direct neighbors. Its sends an IREQ immediately to
check how many data packets received along a specified
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source route. Upon receiving this request, data packets its RHR
and send an IREP to node C.

When C compares this received IREP and the record that
stored in its SHR. It can calculate the trust metric of the
intermediate node between itself and the destination. After
that, node will remove all entries corresponding to the source
from its SHR route to conserve space.

2.4 Cooperative detection:

It enables a node to perform cooperative detection to estimate
undetermined trust levels of peer nodes. When node receives a
Hello message containing a neighbours node updated self
detective results, it will update its NJR.If node finds trust
information from a neighbour the self detective result stored its
TIR. Once a node collects new trust information from its
neighbours or performs self detection. It will perform
cooperative detection again and update its TIR.

3.RESULTS AND DISCUSSION:

The simulated MANET consists of 25 nodes uniformly
distributed in a 500m x 500m region. The number of attackers
is set to 5 by default. The network model is shown in Fig -2.
Random walk model is adopted for node mobility.
Specifically, when the simulation starts, every node moves
toward a randomly selected direction with a randomly chosen
speed, which is uniformly distributed between Om/s and V .

In simulation, V.« is set to 20m/s and all nodes keep moving
by setting pause time to Os. This mobility model also includes
the effect of the warp around technique. The transmission
coverage of each mobile node is simulated as a circular disk
area with maximum transmission range 250m. The Coverage
path is shown in Fig -3.

There are 10 traffic flow pairs. A source node adopts constant
bit rate that’s end 512 byte data packet every 0.25 second.
Each node has an interface queue holding up to 20 packets
awaiting transmission, and all packets are managed in a drop
tail queue model.

The One-Hop neighbour monitoring is shown in Fig -4. Once
a simulation starts, every node starts exchanging Hello
message every second. The initial value of time to live (TTL)
field in NJR is set to 4second.By default each simulation run
will last 2000 seconds. The Shortest Path between the nodes
are shown in Fig -5.

Self detection threshold a is set to 0.7. Since the trust metric
represented in (1) is similar to the definition of packet
forwarding ratio that measures the ratio between the number of
forwarded data packets and the expected number of forwarded
data packets. The output of self detection is shown in Fig -6.

For a normal peer the Packet forwarding ratio should be
greater forwarding ratio that measures the ratio between 0.5
and less than 1, thus choose 0.7 as the self detection threshold.
The output of corporative detection is shown in Fig -7. Each
node can contain up to 600 different source route records in its
SHR and RHR, respectively.

If the SHR or RHR is full, when a new message comes in , the
older entry will be automatically. The detection of malicious
node is shown in Fig -8.
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3. CONCLUSION

In proposed system, ESCT scheme to defend against various
routing disruption attackers. ESCT imitates human cognition
can promote network scalability and ensures reliable routing
in MANETS via two steps:1)Firstly self detection mechanism
takes advantage of mobility tom perform trust analysis , which
provides a baseline that strives for the accuracy of trust
evaluation. 2) Secondly, cooperative detection mechanism can
further improve the performance and enhance the robustness
of ESCT.
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